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Examples of client risk assessment factors – Managing money and assets  
The following are illustrative examples of how to assess client risks to determine what level of due diligence should be applied. These examples are based on AUSTRAC guidance 
and established ML/TF risk factors associated with receiving, holding and controlling/managing a person’s money, accounts, securities or virtual assets other than (5C). They are not exhaustive.
	Service Factors
(EXAMPLES ONLY)

	
	 Low 
	Medium 
	High 

	Nature of service
	Basic money or asset management with simple arrangements
	Involves moderate complexity with multiple accounts or asset classes
	Management of complex portfolios with layers of complexity (e.g. multiple subsidiary entities or trusts)

	Transaction value 
	Consistent with client profile and market norms
	Higher value, partially third-party funded or somewhat inconsistent with client profile 
	Disproportionate to client profile or market norms, unusual funding pattern or unclear commercial rationale

	Facilitation of complex or concerning transactions
	Directed to facilitate simple/infrequent transfers of money or sales of property, assets or securities 
	Directed to facilitate frequent transfers of money and/or sales/acquisitions of property, assets or securities, between multiple or related parties
	Directed to facilitate rapid in‑out movements of money, transfers through multiple intermediaries, upturn transactions, parties with adverse media, rapid sales or sequential transactions, or large/frequent cash deposits/withdrawals 

	Use of trust account
	Minimal and routine (e.g. deposits of funds for fees, disbursements and straightforward transactions, etc.)
	Moderate but reasonable (e.g. funds for overlapping transactions, or investment into several asset types) 
	Request to use trust account in non-standard ways, deposits/payments from/to multiple accounts or entities with no clearly legitimate purpose and/or structuring of payments just under or seemingly to avoid reporting thresholds

	Virtual asset exposure
	No virtual asset exposure
	Exposure to virtual assets purchased through regulated exchanges or sent via auditable paths with mostly verifiable counterparties
	Complex virtual asset exposure with frequent transactions involving unverifiable counterparties or movements obscured using anonymity‑enhancing features (e.g. privacy coins or smart contract enabled mixers)


	Jurisdictional Factors
(EXAMPLES ONLY)

	
	 Low 
	Medium 
	High 

	Jurisdiction of parties to transaction
	All parties involved or transacted with reside or are registered in Australia
	Involvement or transactions with parties who reside, are registered in or are linked to a low-risk FATF jurisdiction
	Involvement or transactions with parties who reside or are registered in a high-risk FATF jurisdiction, known conflict zones, secrecy havens or sanctioned region, involvement of known terrorist organisations or foreign entities/individuals with adverse media (e.g. criminal allegations)

	Origin of funds 
	All funds originate solely from domestic Australian sources or financial institutions
	Some funds originate from regulated institutions in low-risk FATF jurisdictions
	Some funds originate from high-risk FATF jurisdictions, known conflict zones, secrecy havens or sanctioned regions

	Location of accounts or assets 
	All accounts or assets in Australia, with no foreign component or ownership ties 
	Accounts or assets based in or with ties to a low-risk FATF jurisdiction 
	Accounts or assets based in or with ties to a high-risk FATF jurisdiction, known conflict zones, secrecy havens or sanctioned regions

	Cross-border exposure
	No international linkages, remittances or offshore connections
	Occasional or moderate cross-border exposure but limited to low-risk FATF jurisdictions
	Multiple cross-border elements involving or exposure to high-risk FATF jurisdictions, known conflict zones, secrecy havens, sanctioned regions or jurisdictions with no clear legitimate connection


	Client Factors
(EXAMPLES ONLY)

	
	 Low 
	Medium 
	High 

	History and identity
	Longstanding and/or well-known client, with well-established identity and history
	Client is new, has limited history and/or there is a need to establish key client details and/or history   
	Client has notable gaps or concerns in their identity and/or history (e.g. adverse media findings, criminal history, etc.) 

	Transparency/Ownership
	Individual acting for self, partnership, agent acting for well-established third-party individual residing in Australia, or a simple business structure for which all beneficial owners are Australian residents
	Entity with multiple layers for which beneficial ownership (e.g. over 25 per cent) and control can be established with a degree of certainty, or agent acting on behalf of a third-party entity overseas  
	Entity with complex corporate or trust structures with multiple layers, offshore owners or unexplained intermediaries for which beneficial ownership and/or control cannot be clearly established

	Residency/
Registration 
	Australian resident or entity registered solely in Australia 
	Resident of, or entity registered in, or linked to low-risk Financial Action Task Force (FATF) jurisdiction
	Resident of, or entity registered in or linked to high-risk FATF jurisdiction, known conflict zones, secrecy haven and/or sanctioned regions

	Behaviour
	Cooperative and transparent
	Slow or incomplete documentation
	Refuses to provide information or documentation, pressure to rush transactions and/or makes concerning enquiries 

	Political exposure 
	No Politically Exposed Person (PEP) or their close family/associate involved 
	PEP involved who has held senior role(s) in an international organisation, Australian government or their close family/associate 
	PEP involved who has held, or holds, a senior role(s) in a foreign country’s government or their close family/associate



	Delivery Channel Factors
(EXAMPLES ONLY)

	
	 Low 
	Medium 
	High 

	Engagement channel
	Service delivered in person and/or through secure and traceable channels, with all parties verified 
	Service delivered through remote or mixed channels with some verification issues (e.g. email, phone, Teams)
	Service delivered through channels that are very hard to verify (e.g. intermediaries, messaging apps, encrypted platforms) and/or with no direct verification of key parties 

	Payment pathway 
		Single regulated institution



		Multiple regulated institutions



		Fragmented payments, unrelated third parties, cash or crypto component
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